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PROFESSIONAL SUMMARY

CISSP-certified cybersecurity consultant with 12+ years across automotive, ICS/OT, and embedded platforms, advising OEMs,
suppliers, and critical-infrastructure operators on the full cybersecurity lifecycle; from security-by-design architecture through
type approval and validation. Delivery record spans 4 OEMs, 20+ vehicle and ECU-level TARAs, and 2 CSMS/SUMS
programmes.

Combines deep standards expertise (ISO/SAE 21434, UNECE R155/R156, IEC 62443, NIST CSF) with consultative engagement
across RFI/RFP/RFQ scoping, solution architecture definition, and client-facing advisory for complex cybersecurity
programmes.

DOMAIN COVERAGE & CAPABILITY

DOMAIN FRAMEWORKS & STANDARDS LEVEL

Automotive Cybersecurity ISO/SAE 21434 - UNECE R155/R156 - ISO 24089 - | eeeee Expert
AlS-189/190

ICS / OT Security IEC 62443 - NIST CSF 2.0 - NERC-CIP - NCIIPC eeee0e F[xpert

Embedded & Product Security Secure boot - secure debug - FOTA - secure SDLC | eeee0 Advanced

Security Architecture & Security-by- TARA - threat modelling - zones & conduits - PKI | eeeeo Advanced

Design

Enterprise Security & GRC CISSP (8 domains) - ISO 27001 - EU CRA - RED eeee0 Advanced

Pre-sales & Solution Scoping RFI / RFP / RFQ - solution definition - bid eee00 Working
support

Cloud & Al Security Governance ISO 42001 - EU Al Act - OWASP LLM Top 10 ee000 Foundational

eeeoe [xpert eeee0 Advanced eee00 Working eeooo Foundational / in development

PROFESSIONAL EXPERIENCE

Lead Cyber Consultant - Thales Apr 2022 - Present
Noida, India
CYBERSECURITY ENGINEERING, TARA & TYPE APPROVAL
e Led 20+ vehicle and ECU-level TARAs across 4 OEM programmes, analysing 100+ attack scenarios through structured
workshops at ECU, system, and vehicle layers to produce prioritised security requirement sets.
e Delivered ISO/SAE 21434 work products from concept through post-development, embedding security-by-design
across the connected-ECU product lifecycle.

® Built 2 CSMS/SUMS programmes to an audit-ready state against UNECE R155/R156 and AIS-189/190, including
process definition and the work-product evidence required for type-approval submission.

e Validated secure boot, secure debug, and FOTA update mechanisms, mapping attack paths from the connected
gateway through to powertrain ECUs.
ICS / OT RISK ASSESSMENT & INDUSTRIAL SECURITY

e Conducted IEC 62443-aligned risk assessments of SCADA, DCS, and SIS environments across multiple geographically
distributed plant sites, producing zones-and-conduits segmentation plans.

e Authored cybersecurity policies, procedures, and security architecture guidelines aligned to IEC 62443 and NIST CSF,
adopted as reference standards across the power sector.
PRESALES, SOLUTION SCOPING & BID SUPPORT

e Scoped solution architecture and shaped technical responses for cybersecurity RFI/RFP/RFQ tenders, translating
regulatory drivers into deliverable scope and effort estimates.

e Supported client-facing advisory engagements, positioning cybersecurity services against customer regulatory
timelines and programme constraints.
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SECURITY LAB GOVERNANCE & ISMS ASSURANCE

e Owned end-to-end procurement of penetration-testing lab infrastructure, from technical specification through
vendor selection and commissioning.

e Established lab security policies and procedures and drove the ISO 27001 assessment for the facility.

Technical Lead - HCL Technologies Apr 2021 - Apr 2022
Noida, India

e Led TARA activities for connected vehicle platforms and infotainment systems.

e Assessed FOTA architecture and Android connected applications; designed and validated secure boot and firmware
update mechanisms for ECU software integrity.

e Defined cybersecurity requirements and mitigation strategies aligned to NIST and OWASP.

Senior Security Developer - Marelli India Pvt Ltd. Sep 2018 — Mar 2021
Manesar, India

e Developed secure embedded software for Body Control Modules and instrument cluster ECUs across global OEM
programmes, owning security-relevant functions through design, implementation, and validation.

e Implemented secure remote keyless entry, anti-theft, and immobiliser mechanisms, ensuring the confidentiality and
integrity of authentication frames.

e Applied MISRA and CERT-C secure coding standards across production ECU software; modelled software architecture
in Enterprise Architect for scalable, secure ECU design.

SPEAKING & THOUGHT LEADERSHIP

Regular speaker and trainer on automotive and ICS/OT cybersecurity across industry forums and professional bodies. Selected
engagements:

CAEV Expo 2026, Bengaluru - represented Thales on automotive cybersecurity and India's AlS-189/190 regulatory roadmap.
Automotive ISAC, 2025 - invited speaker on IT/OT convergence across connected-vehicle and manufacturing ecosystems.
The Practitioner's Guide to the EU Cyber Resilience Act - author, ongoing LinkedIn newsletter for product manufacturers.

ICS/OT Cybersecurity - published practitioner course (CyberFrat) on industrial fundamentals, OT risk assessment, and IEC
62443-aligned practice.

EARLIER EXPERIENCE

Embedded Research Engineer - The Hi-tech Robotics Systemz Ltd Feb 2015 — Sep 2018

Gurgaon, India

Embedded software for robotic surveillance and defence platforms supporting IED detection and remote operations; CAN
and CANopen communication architectures for multi-module systems.

Sales Executive — Milagrow Robotics Solutions Ltd Sep 2014 — Dec 2014
Gurgaon, India

EDUCATION

M.Tech, Embedded Systems - Amity University, Noida (2014) - Silver Medal, 2nd Rank
B.Tech, Electronics & Communication - MRCE, Faridabad (2012)

CERTIFICATIONS

CISSP - Certified Information Systems Security Professional, ISC2 (2026)
ISO/IEC 27001:2022 Lead Auditor (TUV SUD)

IEC 62443 Cybersecurity Professional (TUV SUD)

ISO/SAE 21434 Automotive Cyber Engineer (OMNEX)

Cert-In Cyber Crisis Management Professional (CCMP)
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